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Revealed: Google Al has access to huge haul of NHS patient data | New Scientist - Google Chrome

W

https://www.newscientist.com/article/2086454-revealed-google-ai-has-access-to-huge-haul-of-nhs-patient-data/
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TECHNOLOGY NEWS 2% April 2016

Revealed: Google Al has access to
huge haul of NHS patient data

Adata-sharing agreement obtained by New Scientist shows that Google DeepMind's
collaborationwith the NHS goes far beyond what it has publicly announced

Gathering information
Oli Scarfi/AFP/Getty Images
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/ & How we're helping today | T X \§

& 2> & ‘ & 2% | https://deepmind.com/applied/deepmind-health/streams/#image-812
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Delayed detection of high risk blood test
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system to view results
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Junior Doctor
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Specialist visits bedside
if the data shows that
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by Technician the ward received desktop systems to view
AKI detected results and access relevant
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Test ordered Results available (a]
Results automatically
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Result escalated to Specialist Specialist visits bedside Time saved using Streams
automatically via mobile if the data shows that means more time with
including relevant historic data the patient is at risk patients

Accelerated detection and direct notification
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ROYAL FREE HOSPITAL- GOOGLE DEEPMIND

NHS- DeepMind partnership: Information Sharing Agreement, Sep 201 5.

DeepMind would process patients records in the past 5 years with personal
identifiable information held by Royal Free to develop a new smartphone app
called “Streams”.

DeepMind had received 1.6 million patient records without patients’ consent
No prior consulting to relevant regulatory bodies (ICO, HRA)

UK’s Information Commissioner's Office (ICO) ruled that the Royal free London,
National Health Service (NHS) Foundation Trust failed to comply with the Data
Protection Rule. (July 2017)



Royal Free - Google DeepMind trial failed to comply with data protection law | ICO - Google Chrome = | =2 | &2

y

C | & ¥ | https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/07 /royal-free-google-deepmind-trial-failed-to-comply-with-dat... & Y¢ | © 0]

®
The UK’s independent authority set up to uphold information
o rights in the public interest, promoting openness by public
Information Commissioner’s Office bodies and data privacy for individuals.

Home  For the public  For organisations Report a concern  Action we've taken  About the ICO

About the ICO / News and events / News and blogs /

Royal Free - Google DeepMind trial failed to

comply with data protection law stare )

Date 03 July 2017
Type News

The ICO has ruled the Royal Free NHS Foundation Trust failed to comply with the Data
Protection Act when it provided patient details to Google DeepMind.

The Trust provided personal data of around 1.6 million patients as part of a trial to
test an alert, diagnosis and detection system for acute kidney injury.

But an ICO investigation found several shortcomings in how the data was handled,
including that patients were not adequately informed that their data would be used as
part of the test.




INFORMATION COMMISSIONER'S OFFICE (1C0)

Data transfer without explicit consent

No privacy impact assessment had been carried out

The scope of data transfer was too much extended

Beyond Patients’ reasonable expectations on how public data will be managed

Data Controller (Royal Free) vs Data Processor (DeepMind)

Transparency



PUBLIC-PRIVATE PARTNERSHIP (PPP) MODEL

® Articulate public benefits

® Ex: making “Streams” app a public property or co-owned by NHS
® Ex: Some of the profits are directed back to the public health system
® Equity and fair distribution of benefits

® Be transparent

® The PPP could consider establishing a joint governance body to guide the
data sharing process.



Al AND PRIVACY

Al/ML: as much training data as possible vs. data minimisation.

Secondary use of data (Bl _RF| )

= Kk

- Consent models? ([El 2 &( &)
- De-identification? (=& Al1E)
Commercial Access: PPPs model (BIZE20FH - EE S 1F)
Transparency + Accountability 2 (ZEABE ~ oliR = 14)

R

Privacy Impact Assessment (PIA)-- from data security to fairness ¢
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DE-IDENTIFICATION

Al - JEIEHER - RES vs. BRI (Q: @& A ol 5E e
Big data challenges..
USA: HIPAA (Health Insurance Portability and Accountability Act )

FH

7

- removal of 18 identifiers: deemed to be not personal data
EU GDPR: Pseudonymised (f221E) data: still personal data
- NOT a valid legal basis for processing data

TW: standard not clear— suggestion: privacy impact assessment (PIA) + Data
Access Committee



Pseudonymization and anonymization
BRBIERERIL

They are just safeguards (ZZ#E:E5H) and conditions for processing,

not a legal base (IEREIEE R Z 5A7 EIFH)
Pseudonymization (R&1E - =& 5l):

personal data can no longer be attributed to a specific data subject
W|thout the use of additional information (e.g. a key or encryptlon Code)

(WEERHESM - Wik - RHolELR)
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7' \ Anonymization (
the data subject no longer identifiable (1L Rl)
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C @ shropscommunityhealth.nhs.uk/your-data-matters

CcCoOVID-19 About us For patients & carers Have your say Working for us

Home About us Managing_your records Your Data Matters to the NHS

Your Data Matters to the NHS

Information about your health and care helps us to
improve your individual care, speed up diagnosis,
plan your local services and research new

treatments. Your Data Matters

In May 2018, the strict rules about how this data can
and cannot be used were strengthened. The NHS is

committed to keeping patient information safe and :
always being clear about how it is used. S p——

N pisnn ng

You can choose whether your confidential patient
information is used for research and planning. To
find out more visit: nhs.uk/your-nhs-data-matters or
download a copy of the patient leaflet.

Our Trust is compliant with the National Data Opt-Out policy and operational
guidance.

We follow national and local guidance.
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The challenge of opt-outs from NHS data: a small-area perspective
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and Paul Elliott, Chair in Epidemioclogy and Public Health Medicine, Director of SAHSU

» Author information » Article notes » Copyright and License information Disclaimer

This article has been cited by other articles in PMC.

Introduction Go to:

One of the founding principles of the NHS is that it offers comprehensive, universal and free public
health services at the point of delivery. As a result, NHS data provide a huge and invaluable resource
of routinely collected primary (e.g. visits to GP practices) and secondary (e.g. hospital admissions,



EU GDPR ARTICLE 6 (4):

B

R A Z RS 14 F Eh

Any link between the original and new purpose (J?SL[L\ = By B zE

The context in WhICh the personal data have been collected (525
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Nature of the personal datq, in particular whether specml categories of (sensitive)

personal data are processed (ERIEE ;| EEH/IEER)

The possible consequences of the intended further processing (%

frJr_Eﬁ_a?Eﬁ,EZé%)

The existence of appropriate safeguards, which may include encryption or

pseudonymisation. (38 &= TRre 1m0t - IIZR S RZ1E)

IR RIB T A A




ANEHE - ERHRE) -~ ift5RE

0 =%

(BEEARER)

=)=



AF-158_0

F1E .68

3501 @ (B X (&%)

&

ZEZEm W B @/ Acrobat

NTUHREC

' Version ¢ AF-158/03.0+

@i%%k%%%%mﬁ%%mﬁﬁﬂ§%?~
AR EHREATHETHALY FH&.

I, THEARERFH LR oERE  FAEILE

AEH - BHEY ALES 2IEANAERATHELEN XY HHEEEL1,000 2 E - -

2. FEFARE
KPSk B K #01,000 X B (ERHMEA AR Z A KRR T FE 56 23T E R4 10,000

E 378

) VA HFE > AFEUT WA -

ARG Z HHAA T ERIETH.

by EmBEEHGER S RRE.

CEAFME AL -

dHR% LRI AE -
XMEEHE—FRE AE—REE -

]

3 ATHAE 2B A AT RS R E S8 AR SRR E T -

—~ KATH-

e %2 TIE FEEHA .
P TG Ak 135 | -

A H - R

HEX:VN-Fi: 3

(s sho1e % (MABEARHAR KRR THAE) - -
(A MRSNARA  LIAB AR 266 A Ao 2ot AR

A\ chihho@sinicaedutw S A

BB B -

+ 100%




NMTUHEEC Version @ AF-15385/03.0

FE #t
<k I B FF
& - @ SE 8k W
B E] &S N
MH - B W
&4 o0 SH 48 O TF if B
LR L PN

14 HHZFTME| =

» A A A P i
& - FH4 A B s s - F 8l & & ik 4T
(1) =5H48 8 = FEd

v S ERLEH G

(2 4K 45 & &%, -

#o 48 W £
1# 5%

SHEHMEEREI L EANEE 2R EEP - R L f - EFE__H -
B iR s E 5-1 | R fFEE
wRRAE (EESFmRSE)
5-2 | A EN oA ES
RN (RS FERE)
53 | LR AT YR MAMEEE | F - F 8t afa s aF Sl -
i gk & R 7 2 - s asod of 47 3 SR % 92 0%
<tk : WHEES [FABRATHAGHEE] 48 - wnet E &+ & Tl B8 s FelRd i e aiaks
FA BTG REEE - SRS N L B WS R E T S50 T W R RSt o
G.ExFTEEMA ] 6-1 | WFHAH [l 4 M 333 - 3 3aA 4 M = o & & sehc B ¢ -
s #F E (T CliEm FiFtd » aw A BMEFHEW - ALY RSPFHETSE -
i AR e PR Gl =
[ trfdo @ 3OO0 £ % » OO0 # i WeE F 0000 25 %]
6-2 | EabE N AR | [ & 46 0 3 i HaR 5
CliE M Ex - AR - b3 P JRFRE 611 & ¢
TR (e Es FHESS LSz OO0 HAET - HE T TSR PR S oL S o f N - 5§58 5By

FAFERENG#H - FREAFCHRFH2 131 s TS o E TN AN ERE - X4 A8A
SHEMEFFREARASFEHAUNSASEIERL A EATMEED 84 - FTEFEADLEET - SHFFHASH
* -1

HEMHE TR B WM S IR EST P FRACES I EST S " -
iHaRe o

S. WA
F iR

LM E — LR EE - FHwe e EEF S H =

[IES o = 4N e 4

81 | RSSO R
A & 4545 ~ ey 2 38y

B 45 SR BF 48 5k

r

P - i T e e o




9. 7 HMY
(THE)

(D1 ARERFATHEATHRING»2EH ARELER I TS FHIME -
(1923 EERFHERESETHRING H»ZEH  ERAEEEHZ T2 ML "
(93 ARFRFHTHAT D EZHIECZEH -

<3 AAETH AT A KRNI 4 5 28 F (dentifiers) R LB F - A& AERKF B2
FRBE R2EWICABTH P RALTARKMERN G »2 0T > ARUAEEZIHAEL
EERBUFZ TR G 5 >

o ERRAGEEROTHRLHBARMANAE)

04 IIARFRBNTRSATHNE2ZTH  ARELERZZ2 LWL, & HRT R
FREAEES
XEARNEE—HERANTEEY  FRA R8N HETEE__RA -

O.00. L1 Bt R FAER T A & n 8% » BRIt & &EMAT -

FRHL RS

012 MRT Pk LR HEE » BRI E8EMRST -
ERAL B

9.1.3 A 49 B & FF £ i)

9.1.3.1 FBEHMI]  FRETHAN G BT > BEREHERARBE?

A

MR R 2 RARE R < T A

RIERMEIAN | (sl A6 TR - &8s

B

Al (A AR T

AL AR 26




« AfLiE

»— Ly

173 B Mﬁg?ﬂm;ﬁ,)ﬁ 2V GEIR
E“Ié%fimifgxf—m THiE b PRzéO]
ik
I 3803 10.(1)~(3) -
10 (DF g *anfdp g+ % F St Frs
DI

%F’D’Eﬂﬂ A ﬁ m’}g_‘,_

TS BT R A s e R A R

MARE 22

FEWFLENEAFTETF L &N NTHMELEDLRE 2 5 FB R
ENCAY

FEMMTENCARE L &8 ttd~ &AM OHEENS_ F o
PREFEER LGN E B R




THANK YOU FOR YOUR ATTENTION



	�AI與大數據相關案件倫理與審查重點�
	投影片編號 2
	投影片編號 3
	Royal Free Hospital- Google Deepmind
	投影片編號 5
	Information Commissioner's Office (ICO) 
	 Public-Private Partnership (PPP) Model
	 AI and Privacy 
	個人資料保護法
	敏感性個資之蒐集處理或利用(§6但)
	De-identification
	Pseudonymization and anonymization�假名化及匿名化
	人體研究法 
	人體研究法  (第十四條)
	投影片編號 15
	投影片編號 16
	111憲判字第13號判決
	111憲判字第13號判決 II
	111憲判字第13號判決 
	投影片編號 20
	投影片編號 21
	EU GDPR Article 6 (4): �資料二次利用之兼容性判斷 �
	投影片編號 23
	投影片編號 24
	投影片編號 25
	投影片編號 26
	投影片編號 27
	          �            �           �            Thank you for your attention 

